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September 7, 2021

Power Express, Power Processor & Power Link Customers
Windows Print Spooler Remote Code Execution Vulnerability
CVE-2021-34527

Dear Valued Customer,

As you are aware, Microsoft has announced a vulnerability to their Print Spooler Service
(CVE-2021-34527). To help resolve this issue, your Beckman Coulter team is working to
assess and test available Microsoft patches. In the interim, we recommend that you
protect your Power Express, Power Processor and Power Link systems by taking the
actions recommended by Microsoft.

Please review and follow the recommended workarounds provided by Microsoft on their
Security Update Guide webpage under the section titled “Workarounds”:
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-34527

For questions and optimal assistance about how to implement Option 1 and/or Option 2
on your system, please contact your local IT support desk. For questions about the
Power Express, Power Process or Power Link systems, please contact your local Hotline
or local Technical Support.

Thank you.

WITS Automation Team
Beckman Coulter, Inc.
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