COULTER

Below list the steps involved to apply the security patch MS17-010 for WannaCry ransomware to iRICELL, iChemVELLOCITY or
iQ200. For recommendations and instructions for other Beckman Coulter products please visit the support page on
beckmancoulter.com or contact your local Technical Support Hotline.

1. Find out current iQ200 or Velocity PC Windows version: holding down the Windows key and hit the R key, type ‘winver’
(without quotes) in the prompted Run dialog and hit Enter, verify that the popped up About Windows dialog matches with what
is shown below. If not, contact Beckman Coulter customer support for assistance in installing the patch.

About Windows

Microsoft & Windows
Version 5.1 (Build 2600,xpsp,080413-2111 : Service Pack 3)
Copyright @ 2007 Microsoft Corporation

This product is licensed under the terms af the End-Iser
License Agreement ko:

Iris Diagnostics
Iris Diagnostics

Phwysical memory available to Windows: 1,976,904 KB

2. Use another PC which has internet access, navigate to this URL:
http://www.catalog.update.microsoft.com/Search.aspx?g=KB4012598
a. Click the Download button on the highlighted row shown below:




MicrosoftUpdate Catalog I

FAQ | help

Search resulis for "KB4012598"

Updates: 1 - 13 of 13 (page 1 of 1) = Previous | Naxt
Title Products Classification Last Updated | Version | Size |
i r % . Security =
Security Update for Windows B (K84012598) Windows & e 5/13/2017 nfa 872 KB Dawnload -
i i Security —eee -
Security Update for Windows XP SP3 (KB4012598) Windows XP ipintess 5/13/2017 nis 665 KB Dewnlioas
: 2 i % Security
Security Update for Windows Vista (KB4012558) Windows Vista Uikt 3/12/2017 niz 12 MB Downlosc
Secwrity Update for Windows Server 2008 3 Security
Wind S 2008 3 F2017 1.2 MB - Download
(KB4012598) s b Update: £ nea
Security Update for Windows Server 2003 for 54— Windows Server EDﬂ_ETWindcws Server Security £13/2017 1ifa 251 kB i e "
based Systems (KB2012598) 2003, Datacenter Edition Updatss =)
Security Update for Windows B for x54-based H Security
Wind & 5/13/2017 984 KB - Daownload.
Systems [KB4012538) T Updates LA rita ' il
Secwurity Update for Windows XP 5P2 for XPe 2 Security
Wind ¥P Embedded 51352017 £ 865 KB e n : 1=
(KBA01Z598) melons e Updates S nfa Baamicad,
Secwrity Update for Windows Server 2003 Windows Server 2003.Windows Server Security
51352017 BBZ KB sk Download
[KB4012538) 2003, Datacenter Edition Updat=s vi34 nifa ,
Secwrity Update for Windows XP 5P2 for x64- . L Security
Wind ¥P w54 Edit 5/13/2017 f: 351 KB - Download
based Systems [KB4012598) fnemE A5 fHen Updat=s A, nes o el |
Security Update for Windows Vista for x64-based i i Security
Wind Wist 3 2017 13 MB . -
Systems [KB4012538) Mo RISt Updates /12/2007 nis " Bowmlcad,
Security Update for Windows Senver 2008 for : Security
Wind 5 2008 3/12/2017 £ 1.2 MB in Download
Ttanium-bassd Systems [KB4012538) i Updztas T T S
Security Update for Windows Server 2008 for x54- L Security ;
based Systems (KB4012598) Windows Server 20028 Updates 3/12/2017 n/a 13 MB I Downlosc
Secwrity Update for WESDS and POSReady 2009 : Security
Wind ¥P Embedded 3 017 565 KB Download
[KB4012598) e e P s Updates s i3 i

b. Click the windowsxp-kb4012598-x86-embedded-enu 9515c11bc77e39695b83ch6f0e41119387580e30.exe link to
begin the download and save it to your Windows Desktop




(= Microsoft Update Catalog - Internet Explorer lilﬂlﬂ

Download
]
Download Updates
Security Update for WES09 and PO5SReady 2009 (KB4012598)
windowsxp-kb4012598-x86-embedded-enu_9515%c11bc7 730969508 3cbbfled 111938758030 exe
windowsxp-kb4012598-x86-embed....exe (565 KB) download.windowsupdate.com -
W
Run Save * Cancel
< >

c. Burn the downloaded windowsxp-kb4012598-x86-embedded-
enu 9515c11bc77e39695b83ch6f0e41119387580e30.exe into a CD-R data disc.

3. Bring the disc and insert it into the CDROM drive on the iQ200 or Velocity PC and double click the downloaded exe file to
install the patch
a. Click Next



Software Update Installation Wizard EJ

Uz= this wazaed o install the following software update:

Security Update for Windows
XP (KB4012598)

Eefare you mstal thiz update, we recommeand that your

- Back up wour system
- Claze all open programs

“You might resd o restart pour computer after you complete
this update, To continue, click Next

Nq\t_@ Cancel |
A

b. Select | Agree then Click Next.

License Agreement !'

Ay

Flease read the following icense agreemant. To confinwe with s=up,

%l you must sccepl the agisement.

PLEASE NOTE: Microsalt Coporation [or based -~
on where you lve, one of its sffiliabes]

licenses thiz supplement to you The

supplement iz idenbfied for use wath cne o

mare Microzoflt operating system products (the

"softveare’) You may use a copy of thiz

supplement with each validly icenzed copy of

the software. You may not use it if pou do

ik have a licerse for the softwae. The

| Do Mat Agree | Agiee Fririt

¢ Back ] I | Cacel |




c. Click Next to continue

Software Update Installation Wizand

Updating Your System f'

u};’

| Flease wat whils setup mepects your curent conhowation, archives
‘1'5\ your current fles and updates your files.

Backing up files

Details
Creabng restore pork

d. Click Finish to restart

Software Update Installation Wizard

Completing the Security Update
for Windows XP (KB4012598)
Installation Wizard

'ou have successfully completed the EB401 2558
Setupwizard.

To apply the changes, the wizard has to restat
‘Windows. To restart Windows sutomatically, click,

Firitsh, I you want to festa later, select the Do nat
testant nowy check beot, and then click Finish

B

[ Do not restait now

I Finish I




